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TOM TAT

Cé rdt nhiéu bién thé cua RSA tir khi hé ma nay duoc cdng bd dau tién vao ndm
1978. Cac bién thé nay cua RSA duoc thiét 1ap trén cac cau truc dai s6 khac nhau, vi
vay ching dugc xay dung vé mat toan hoc theo cac cach khac nhau. Chung toi sé
chi ra rang, cdc bién thé nay cé thé duoc xay dung trén cling mot nén tang toan hoc

st dung cac cong cu trong ly thuyét nhom.

Tt khéa: nhém, RSA.

1. GIOI THIEU

RSA la mot hé ma khoa cdong khai RSA noéi tiéng, do cac tac gia R. Rivest, A.
Shamir va L. Adleman cong b6 vao nam 1978. K& tir d6 RSA duoc dung rong rai trén
khdp thé gi6i trong linh vic bao mat thong tin. Cac nghién cttu vé RSA tap trung vao
hai hudng chinh: xay dung cac bién thé cho RSA va tham ma hé ma nay. Chuang ta ¢
thé liét ké cac bién thé ctia RSA theo hudng thit nhat nhu: RSA trén vanh thuong cua
cac s6 nguyén [1], RSA trén vanh thuwong cua cac da thirc hodc vanh thuong cua cac sd
nguyén Gauss [2], RSA trén nhom cac ma tran kha nghich [3], RSA trén nhém duong
cong elliptic [4]. Muc dich ctia chiing t6i trong bai bao nay la trinh bay cach xay dung
cac hé ma RSA theo mot dwong 16i duy nhat. Biéu nay giup ching ta biét rd nhing cau
tric toan hoc can thiét dé xay dung mot hé ma RSA va hiéu duoc cac yéu t6 dong vai
tro nén tang cho mot hé ma RSA.

CA4u tric bai bao nhur sau: chiing toi trinh bay ngan gon hé ma RSA va chi ra
phuong trinh thiét yéu dé c6 thé xay dung hé ma nay trong muc 2. Trong muc 3, chung
toi dua ra cac gia thiét dam bao cho phuong trinh va kiém tra cdc gia thiét nay trong
cac bién thé ctia RSA.
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2. GIOI THIEU VE RSA

Hé ma RSA gbc duoc xdy dung trén vanh Z, cac s6 nguyén theo modulo n.
Chiing t6i md ta tém tit hé ma nay nhu sau, nguoi doc 6 thé im hiéu thém chi tiét vé
hé ma nay trong [1].

2.1. M6 ta hé ma RSA

Sinh khéa.

- Chon hai s6 nguyén t6 phan biét p, g va tinh tich cua ching n = pq.

- Chon mot s6 nguyén d nguyén t& cung nhau véi ¢(n) = (p — 1)(q — 1).

-Tinh e = d~Y(mod ¢(n)).

- Cong bd khoa chung e va gitt d lam khoda riéng. n la thong tin cong khai.

M héa.

- Khong gian van ban la Z, = {0,1,2,...,n — 1}.

- Mot van ban m € Z,, dwgc ma hoa thanh ¢ = m®(mod n).

Gidi ma.

- ¢ dugc giai ma bang cach tinh c? = m(mod n).

2.2. Cha y vé hé ma RSA
Theo quy wdc, mot hé ma trong do6 cac qua trinh ma héa va giai ma dugc tién

hanh bang liiy thita sé& dugc goi la mot bién thé ciia RSA. Phuong trinh m®? =
m(mod n) 1a yéu t8 quan trong dam bao sy ma hda mé = c(mod n) va giai ma c? =
m(mod n). Néi tong quat, mot khi c6 duoc phwong trinh m®® = m, chung ta c6 thé

thiét 1ap duoc mot bién thé cua RSA.

Do d¢, trong muc ti€p theo day, ching toi chi dwa ra cac diéu kién dam bao cho
phuong trinh m®¢ = m. Mot bién thé ctia RSA sé dugc ngam néi dén dang sau phuong
trinh nay.

3. PHUONG PHAP CHUNG XAY DUNG BIEN THE CHO RSA

Nhuw da néi ¢ trén, trong mot bién thé caa RSA, cac budce tinh toan trong cac
qué trinh ma hoéa va giai ma déu duoc thyee hién bang cch tinh lity thita. Diéu nay dan
dén viéc khong gian van ban c6 thé dwgc khao sat nhue mot nhom hodc tham chi 1a ntra
nhém nhan. Ching t6i sé dung tinh chat sau day trong mot nhom, tinh chat nay c6 thé
bat gép trong hau hét cac gido trinh viét vé nhom.
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Ménh dé 3.1. Gid st G la mot nhom nhin cdp n va 1 la phin tie don vi ciia nd. Khi do
phwong trinh

x€ xay ra voi moi phin tir a € G.

Két qua chinh cua ching t6i la nhu sau.
Ménh dé 3.2. Cho G,U va V la cdc nira nhém nhin. Gid st rang

a) Ton tai cic dong cau u:G — Uva n:G — V.

b) Ton tai cic nhom U; c U,U, c Uva V; € V,V, €V sao cho u(G) c (U, U U,) va
n(G) c (VLuVy)

¢) Anhxa 0:G — U x V xdc dinh béi 6(x) = (u(x),n(x)) la mot don dnbh.

Ki hiéu n; = |U;|,m; = |V;| (i = 1,2). Khi d6 néu e, d la cic s6' nguyén thoa man ed =
1(mod n;) vaed = 1(mod m;) véi i = 1,2 thi x®* = x véi moi x € G.

Chitng minh. Lay x 1a mot phan ti tly y trong G. Trwedc hét ta sé ching minh ring
p(x®%) = u(x). Do u(x) € (U; U U,) nén hodc u(x) € U; hodc u(x) € U,. Khdong mat tinh
téng quét co thé gia skt rang u(x) € U;.

Vi ed = 1(mod ny) nén ed = kn, + 1 véi k € Z nao d6. Ménh dé 3.1. suy ra rang
(u(x))™ = 1y,. Do do,

H(0) = ()M u(x) = (e . u(x) = p(x).
Do ¢ 1a mot dong cau, ta cd p(x?) = p(x)®%. Vi vay, u(x®?) = u(x).
Tuwong tw, ta cling c6 n(x%4) = n(x).
Suy ra 6(x°?) = (u(x°®),n(x°?)) = (1u(x),n(x)) = 6(x).
Diéu nay dan dén x¢ = x do 6 1a mot don 4nh. W

Phén con lai cia muc nay danh cho viéc diém lai cac bién thé cia RSA dudi goc
nhin ctia Ménh dé 3.2.

3.1. RSA trén vanh thwong cua vanh Euclide

Chung t6i nhac lai ngay sau day khai niém vanh Euclide, c6 thé tim thdy cac
tinh chat sdu hon cua vanh Euclide trong cac gido trinh dai s6 dai cwong nhu [5-6].

3.1.1. Binh nghia. Gid stz X la mgt vanh giao hodn c6 don vi. X dwoc goi la mét vanh Eudlide
néu ton tai mot dnh xa

6:X\{0} >N

tir X \ {0} vao tdp sty nhién N thoa man:
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(i) Néu a, b la cic phin tir khic 0 cua X thi §(ab) = 6(a).
(ii) V6i 2 phiin tir a, b € X trong do b khdc 0 sé ton tai cic phiin tir q,r € X sao cho
a=bq+r
trong do hodc r = 0 hodc §(r) < §(b).

§ duoc goi la dnh xg Euclide hay la mét chuan trén X. Phép chia trén mot vanh
Euclide X sinh ra trén d6 mot loat cac khai niém quen thudc nhw bdi, wdc, wdc chung
cua hai phan ttt, hé thitc Bezout, phan ti nguyén to, ...

Bay gio, gid st X 1a mot vanh Euclide va véi mdi x € X, vanh thuong X / (x) 1a
httu han; trong d6 (x) ki hiéu la ideal trong X sinh boi x.

3.1.2. Ménh dé. Néu p,q la cdc phiin tir nguyén t6'cing nhau trong X va n = pq thi chiing
ta cé ding cdu

X /{pq) = (X /{p) x (X /{q).
Chirng minh. D€ lam gon ki hiéu, ching ta viét I va J twong ting thay cho (p) cho (q).
Xét anh xa
$:X — (X /D)X K /])
x— (x+1Lx+]).
Co thé dé dang kiém tra ¢ la mot dong cau vanh.

Do p, q 1a cac phan tir nguyén t8 phan biét, ta c6 ged(p,q) = 1. Ap dung hé
thitc Bezout, sé ton tai u,v € X sao choup + vq = 1. Ki hiéu a = up,b = vq thia €
ILbeJvaa+b=1.

Chiing ta sé chi ra rang ¢ la mot toan anh. That vay, gia st (s + I, t +J) 1a mot
phan tk bat ky trong (X /1) x (X /]). Ddt x = sb + ta, thé thi

x—s=(sb+ta)—(a+b)s=(t—s)a€l
va
x—t=(sb+ta)—(a+b)t=(s—t)be].
Khido¢p(x) = (x+Lx+])=(s+ [, t+]). Vivay, ¢ la mot toan d&nh va cam
sinh ra dang cau
X /Ker(¢)=(X/1)x (X /]).
RO rang Ker(¢) =1n]. Chﬁyre‘“mg doljclval]cJnénl] c (IN]). Ngugc
lai, voi x €I NnJ,tacox = x(a+b) =xa+xb €1]. Nhuvay Ker(¢p)=1Inj]=1J.

Dol =(pg)nénX /(pg) = (X /D) x (X /]).1



TAP CHI KHOA HOC VA CONG NGHE, Truong Pai hoc Khoa hoc, DH Hué Tap 19, S& 1 (2021)

Voix € X, ta sé ki hiéu ¢(x) la sO phan ti kha nghich trong vanh thuong X /
(x). Day la mét mo rong ctia ham Phi-Euler cho sd nguyén.

Déng cau trong ménh dé trén sé cam sinh mot dong cau nita nhém néu ta xem
cac vanh thuong la cac nita nhém nhan. Néu ta viét G = X /(pq); U,V thay cho cac
ntta nhdm nhan X / (p) va X / (q); Uy, V; thay cho nhém nhéan cac phan ti kha nghich
trong X /(p)vaX /(q);, U, ={0},V, = {0} trong X / (p) va X /(q). Khi d6 theo Ménh
dé 3.2, tacod

x® =x
voi moi x € X; trong d6 e, d la cac sO nguyén thoa man ed = 1(mod 1) v6i
[ = lem(ny,ny,my, my),
ny = |Us| = o(p),
ny =0l =1,
my = V1| = @(q),
va
m, = V| = 1.

Do d6, chung ta co thé thiét lap mot hé ma RSA trén X / (pq). Cac vanh sau day
la cac vanh Euclide va chung ta c6 thé theo so d6 trén day thiét 1ap mot hé ma RSA
trén vanh thwong cta chang;:

- Vanh cac s6 nguyén thong thuong Z.

- Vanh céc s6 nguyén Gauss Z[i] = {a + bi:a, b € Z} vbi phép cong va nhan cac s6 phikc
thong thuong.

- Vanh cac da thitc theo mot bién x hé s trong vanh Z,, v6i p 1a mot sd nguyén t6.
3.2. Bién thé cua RSA trén nhom cac ma tran kha nghich

Gia st p, q la hai s6 nguyén td phan biét, n = pq va m la mot s6 nguyén duong,.
Ki hiéu GL(m, p), GL(m, q) va GL(m,n) la cic nhom nhan cac ma tran kha nghich cap m
hé s6 tuong ung trong Zy, Z, va Z,. Bac ctia cicnhom GL(m,p) va GL(m, q) lan luot 1a

Ny =@™"-D@E™-p)... @™ —p™ ")
va
Ng=@™"-D@™"-q-..(@"—q™™),
(xem [3]).
Tt dang cdu vanh

Ly = Ty X Ly,



Co s6 todn hoc cho cic bién thé ctia RSA

mot phan ttr trong GL(m, n) sé twong ng voi mot phan tie trong Z,, X Z,. Do d6, bac
cua GL(m,n) sé la

Ny, = NpN,.

Déng cau vanh Z, = Zy, X L4 cling cam sinh cac dong cau pu,n tit GL(m,n) vao
GL(m,p) va GL(m,q).

bat

G = GL(m,n),
U= U1 = U2 = GL(m,p),
va
V=V,=V,=GL(m,q).

Ménh dé 3.2 suy ra rang x°¢ = x v6i moi x € GL(m,n), trong dé e, d 1a cac s&
nguyén théa man ed = 1(mod ) v6il = lem(Ny, Ny). Do d6, chling ta cé thé thiét 1ap
mot hé ma RSA trén G = GL(m, n). Bién thé nay cua RSA duoc cong b boi
Varadharajan V. va Odoni R. vao 1985 [3].

3.3. Bién thé cua RSA trén nhom duong cong elliptic

Gia st p,q1a cac sO nguyén t6 phan biét va n = pq. Cac s6 nguyén 4, B thoa
man diéu kién gcd(443 + 27B%,n) = 1.

Truede hét, chiing t6i nhic lai nhém duong cong elliptic trén Z,, xét tap hop

E,(A,B) = {0} U {(x,y) € Z, X Z,: y* = x> + Ax + B}
va phép toan cong “+” dinh nghia trén E, (4, B) théa man cac diéu kién sau:
(a) oo la phan ttt don vi ctia phép cong, titcla P + 00 = 00 + P = P véimoi P € E, (4, B).
(b) V6i Py = (x1,y1) va P, = (x3,¥,) la cac diém trong E, (4, B). Phép cong P; + P, =
P; = (x3,y3) duoc dinh nghia:
Y2—)1

Néu x; # x, thixg = m? —x; —x,, y3 = m(x; — x3) — y,, trong dé6 m = P

Néu x; = x, nhung y; # y, thi P, + P, = co.

Néu P, =P, va y; #0 thi x3 =m?—2x;, y3 =m(x; —x3) —y;, trong d6 m =
3x2+4A
2y;

Nélllpl =P2Véy1 =0th\1P1+P2 = 00,
Khi d6 (E, (4, B), +) la mot nhom va duwoc goi la nhém duwong cong elliptic trén Z,,.

Nhom bt véi nhém elliptic la nhém ki hiéu boéi E, (4, B) , dwoc dinh nghia ngay sau
day. Véi a € Z,, ching ta dung ki hiéu Legendre
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a 1, néu a 1a mot binh phwong theo modulo p vaa # 0(mod p)
( ) = { —1,néu a khong la mot binh phwong theo modulo p
p 0, néua = 0(mod p).
Ki hiéu g,, 1a phén tir sinh ciia nhom nhan Z;, = Z,\{0}. V6i y € Z, ma () = —1 thi y
sé co dang y = u,/g,, trong d6 u € Z,. Ki hiéu
E,(A,B) = {0} U{(x,y) €EZ, X Zy:y = u,[g,,u € Z,,y* = x>+ Ax + B}.

Tuong ty nhu trén E,(4,B) ching ta c¢6 thé dinh nghia moét phép toan cong trén
E, (A, B) thdéa man cac tinh chat sau.
(a) o la phan tir don vi ctia phép cdng, titc M + 00 =00+ M = M v6imoi M € E, (4, B) .
(b) V6i My = (x1,y1) = (x4, us\/wp) va My = (x2,¥;) = (x2,uz,/Wp) la cac diém thudc
E,(A,B). Dinh nghia M; + M, = M3 = (x3,y3) = (x3,u3,/Wp) nhu sau:

Néu x; # x, thi x3 = m?*w, —x; —x, , y3 = (m(xq — x3) — uy),/w,, trong d6 m =

Uy—Uq

XZ_xl.

Néu x; = x, nhung y; # y, thi M; + M, = oo.

Néu M; =M, va y; # 0 thi x3 =m? —2x;, y; =m(x; — x3) — y;, trong d6 m =
3x3+A
2y, -

Né,llpl =P2Véy1 =0th\1P1+P2 = 00,
Khi d6 E, (4, B) la mot nhom, duoc goi 1a nhém b cia nhém E (A, B).
Cacnhém E, (4, B) va E, (A, B) duoc xay dung mot cach hoan toan twong twe. Chi tiét veé
cac nhom nay c6 thé tim thay o [4] va [7].

Bay gio gia st N; = [E,(A,B)|, N, =|E,(AB)
|Eq(A,B)|. Ki hiéu L = lem(Ny, Ny, My, My).

, My =|Eq(AB)| va M, =

Do c’[rfmg cau vanh Z,, = Z, X Z,, mot phan t& x trong Z, c thé xem la mot cap
(xp, Xq) € Ly X Zy. Ki hiéu wy, w,, wy lan luot la cac phan ti trong Z,, ma

w; = 1(mod p), w; = g4(mod q),
w, = gp(mod p),w; = 1(mod q),
va
w3 = g,(mod p),w; = gq(mod q).
Khi d6 véi mbi x € Z,, c6 va chi c6 mot trong cac truong hop sau xay ra:
X3+ Ax + B = t?,

.x3+Ax + B = t?w,,
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.x3 4+ Ax + B = t?w,,
.x3+ Ax + B = t?ws.
Do d6 néu ki hiéu
EXY ={(x,y):x,y € Z,, x>+ Ax + B = y?},
E} ={(x,y):x € L,y = twy,t € L, x> + Ax + B = y?},
E2Y ={(x,y):x € Zp,,y = tJw,, t € Zp,x3 + Ax + B = y?},
va
E2?2 ={(x,y):x € Ly, y = tJws,t € Zp, x> + Ax + B = y?},
thi véi moi x € Z,, ton tai duy nhat mot trong cac tap hop trén cé chita mot phan tir ma
toa do dau la x .
Chiing ta déu biét rang c6 thé dinh nghia mot phép cong “+” trén EL! sao cho
(Ex', ) 1a mot nhom va ERt = E, X E, ([7]). Cac phép chiéu p va n tir Eg' Tan luot 1én
E, va E; la cac dong cdu nhom. Ménh dé 3.2. suy ra rang (ed)(x,y) = (x,y) véi moi
(x,y) € Ex1, trong d6 e, d la cdc s6 nguyén thoa ed = 1(mod L).
Lap luan twong tw ciing chi ra rang (ed)(x,y) = (x,y) véi moi (x,y) € EA2 U
E2Y U EZ22,
Hé thie (ed)(x,y) = (x,y) voi moi (x,y) € EA' UEL? U E2Y U E2? cho phép ching ta
xay dyng mot hé ma RSA trén EL' U Ef? U EZY U EZ2. Do céc phép cdng trén cdc nhom
nay duoc thuc hién theo cach twong tw nhu nhau, ching ta khong can quan tam dén

viéc (x,y) thudc cu thé nhom nao to. Bién thé nay caa RSA duwgc cong bd boi N.
Demytko vao 1993 [4].

4. KET LUAN

Két qua chinh ctia chung t6i 1a Ménh dé 3.2., né cho phép thiét 1ap hé thirc xay
dung nén hé ma RSA. Béng cach nay, chung ta cé thé thiét 1ap bién thé cua RSA trén
cac cau tric dai s6 phiic tap hon Z,. Chang han, chiing t6i da xay dung duoc mot bién
thé ctia RSA trén vanh cac tu dong cau End(Z, X Z,2 X ... X Z, ), day sé la noi dung
chinh cuia bai bao tiép theo ctia ching toi.
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ABSTRACT

There have been many RSA cryptosystems which firstly came into existence since
1978. These RSA cryptosystems rely on different algebraic structures, therefore
they were constructed in various ways. We show that, by group based tools, such

cryptosystems can be established uniformly.

Keywords: group, homomorphism, RSA cryptosystem.
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